
Office 365 whitelisting

Solution:

The fix for this issue is definitely on office 365 side and we need to whitelist simulated phishing by 
doing the following:

1. Login to https://security.microsoft.com/advanceddelivery  with your administrator account
2. On the left menu click on «Policies & rules»
3. Then click on “Threat policies”
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https://security.microsoft.com/advanceddelivery


4. Scroll and click on “Advanced Delivery “

 
5. Once in the Advanced delivery then click on Phishing simulation
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6. Then click on the Add button
7. When you click on the Add button a window will slide from the right of your screen, then you 
need to add all those domains :

• trkr.ch 
• newsl.ch 
• scan-to-me.ch 
• c-mail.ch 
• t1nder.ch 
• beardband.ch 
• nimtendo.ch 
• mail-auth.ch 
• mail-check.ch 
• mail-checked.com 
• mail-list.ch 
• safe-mail.ch 
• survey-monkey.ch 
• survey-monky.com 
• notification-post.ch 

 for your phishing campaigns and the IP address it is using to send from:

• 149.72.94.128
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8. Once you Add these domains and Ips and close the window, each of these Ips and domains 
will be displayed as a separate rule in the phishing simulation window.

This procedure has been created from this page. 
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https://vircomhelp.freshdesk.com/support/solutions/articles/48001214369-how-to-whitelist-simulated-phishing-in-office-365

