Office 365 whitelisting

Solution:

The fix for this issue is definitely on office 365 side and we need to whitelist simulated phishing by
doing the following:
1. Login to https://security.microsoft.com/advanceddelivery with your administrator account
2. On the left menu click on «Policies & rules»
3. Then click on “Threat policies”
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4. Scroll and click on “Advanced Delivery “

Microsoft 365 Defender

S IvEsUGLIoS vy —————== I Iy
E"'p Explorer mj Safe Attachments PREMIUM Protect your erganization from malicious content in email attachments and files in SharePr
E' Review @& Safe Links PREMIUM Protect your users from opening and sharing malicious links in email messages and Office
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W Reports ez Advanced delivery Manage overrides for special system use cases,
= Audit ?‘; Enhanced filtering Configure Exchange Online Protection (EOP) scanning to work correctly when your domai
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Eﬁ Evaluation mode Configure Microsoft Defender for Office 365 without impacting your production environm
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5. 0nce in the Advanced delivery then click on Phishing simulation
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& Settings Select 'Add" to configure your third party phishing simulations. A phishing o
simulation is an attack orchestrated by your security team that is used for
training and leaming. Simulations help identify vulnerable users and behaviors, e 2/4
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and can lessen the impact of malicious attacks on your organization.
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6. Then click on the Add button

7. When you click on the Add button a window will slide from the right of your screen, then you
need to add all those domains :

trkr.ch

newsl.ch
scan-to-me.ch
c-mail.ch
tinder.ch
beardband.ch
nimtendo.ch
mail-auth.ch
mail-check.ch
mail-checked.com
mail-list.ch
safe-mail.ch
survey-monkey.ch
survey-monky.com
notification-post.ch

for your phishing campaigns and the IP address it is using to send from:

Microsoft 365 Defender

149.72.94128

Add Third Party Phishing Simulations Close

Phishing simulations are attacks orchestrated by your security team and used for
training and learning. Simulations can help identify vulnerable users and lessen the
impact of malicious attacks on your organization.

Third-party phishing simulations require at least one Sending domain entry [source
domain or DKIM] AND at least one Sending IP entry. Simulations URLs to allow
entries are optional, and prevent the simulated phishing URLs from being blocked at
time of dick.

Domain (3 items) 0] A

e trkr.ch X e newsl.ch X

e scan-fo-me.chx

Sending IP (4 items) A

1497294128 %

Cancel
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8. Once you Add these domains and Ips and close the window, each of these Ips and domains
will be displayed as a separate rule in the phishing simulation window.

Microsoft 365 Defender

Add Third Party Phishing Simulations Close
Phishing simulations are attacks orchestrated by your security team and used for
training and learning. Simulations can help identify vulnerable users and lessen the
impact of malicious attacks on your organization.

Third-party phishing simulations require at least one Sending domain entry [source
domain or DKIM] AND at least one Sending IP entry. Simulations URLs to allow
entries are optional, and prevent the simulated phishing URLs from being blocked at
time of click.

Domain (3 items) 0] A

© trkrch x @ newslch %
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Sending IP (4 items) ~

149.72.94.128 %

E Cancel

This procedure has been created from this page.
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